On The Accuracy of IEEE 802.11g Wireless LAN
Simulations Using OMNeT++
Michael Bredel

Martin Bergner

Leibniz Universität
Appelstr. 9A
Hannover, Germany

TU Darmstadt
Merckstrasse 25
Darmstadt, Germany

michael.bredel@ikt.uni-hannover.de

martin.bergner@online.de

ABSTRACT
In recent years wireless network research has been mostly
based on simulations. Hence, it is absolutely necessary to
have correct, reliable, and trustworthy simulators. Nevertheless, while most of the authors of simulation tools provide
an extensive verification of their model implementations, an
accurate validation of the models is often missing and left to
the research community. In this paper we present results of
an extensive measurement study of wireless networks conducted in a highly controlled, almost error free environment
which are applied to validate the IEEE 802.11g model of
OMNeT++. To this end, we used metrics like throughput,
delay and packet inter-transmission to compare the measurement results to identical simulations. We show that the simulation results match the measurements well in most cases
and point out the main differences. Thus, we shed some
light on the accuracy of OMNeT++.

Categories and Subject Descriptors
C.2.1 [Computer-Communication Networks]: Miscellaneous; I.6.7 [Simulation and Modeling]: Simulation
Support Systems—complexity measures, performance measures

General Terms
Simulation, Measurements, Validation

Keywords
IEEE 802.11, simulation, OMNeT++, measurements

1.

INTRODUCTION

Throughout the last years, simulations have been widely
used to develop and investigate the behaviour of wired and
wireless networks like mobile ad hoc networks, or wireless
sensor networks, e.g., in [17, 15] and references therein. Due
to simple setup procedures, a global view to all network
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events, and reproducible results simulators like NS-2 [5],
OpNet [7] or OMNeT++ [6] are popular within the research
community. Simulation results often lack of accuracy caused
by assumptions and simplifications introduced by simulation
models to handle real world complexity. To achieve reliable
and trustworthy results it is absolutely crucial to have valid
and verified simulation models. This can be done e.g., by
comparing simulation results with real world measurements
pointing out the interesting similarities and differences [19,
23]. Nevertheless, validation and verification especially of
wireless network models are hard to achieve since this comparison is quite complex and often cumbersome [20, 15, 18].
But, beside inaccurate simulation results, measurement data
has to be treated carefully as well. Especially in wireless
networks, measurements might be defected by additional,
uncontrollable noise. These aspects make the comparison
of the results and simulation verification and validation an
interesting and challenging task.
In this paper we present results from an extensive measurement study of IEEE 802.11g networks and compare them
to OMNeT++ simulations in order to validate the accuracy
of the simulator’s 802.11 wireless protocol implementations.
We focus on the behaviour of 802.11’s distributed coordination function (DCF) rather than aspects of, e.g. the physical layer. Therefore, we compare the results of both domains with respect to packet size dependent throughput,
long term fairness and packet inter-transmission. We note
that all measurements have been conducted using a wireless
testbed in a shielded, reflection free room. Furthermore, we
perform similar experiments using OMNeT++.
The remainder of this paper is organized as follows. In
Sect. 2 we review related work on simulation validation. In
Sect. 3 we describe our baseline setup and compare our measurement results to the OMNeT++ simulations. Sect. 4
provides brief conclusions and an outlook to future work.

2.

RELATED WORK

This section surveys background and work related to verification of various network simulators with a focus on wireless networks.
In [24] the authors compare OpNet [7] and NS-2 [5] simulation outputs to measurement results of various scenarios
gathered in a wired real world testbed using tcpdump. They
investigate throughput of CBR and FTP over TCP flows and
found simulators to be very sound in case of CBR flows but
less accurate in case of FTP sessions, at least while using
default setups. The authors state simulators to be inaccurate in case of packet routing. They point out the complex-

ity of real scheduling implementations to be responsible for
these inaccuracies, as they are affected by various parameters which can not be completely mapped to simulations.
In [25] the authors present an experimental validation
of NS-2 by using simulation, emulation and a real world
testbed. They use a wireless model implementation provided by the Monarch Project [4] and compare the simulation results like packet delivery ratios and packet latency
to emulated as well as real 802.11 wireless networks. The
authors focus on static multi hop ad hoc networks, hence,
assuming the implementation of the wireless model to be
valid.
Regarding OMNeT++, similar work was presented in [17]
to validate its accuracy in the field of wireless sensor networks (WSN). The authors perform simple and clear experiments to observe metrics like packets sent and received
by the application layer, corrupted packets or duplicates.
Hence, they focus on the behaviour of WSN rather then issues related to medium access control. Furthermore, in [22]
the authors introduce probabilistic radio propagation models into OMNeT++ and perform a cross validation check of
the physical layer model with NS-2.
Despite the efforts to implement new simulation models, an investigation of 802.11 DCF behaviour that validates
OMNeT++’s accuracy regarding medium access procedures
remains an open issue.

3.

EXPERIMENTAL VALIDATION

To validate the simulation results we conduct identical
experiments in a real world testbed as well as in the OMNeT++ simulator. We investigate throughput, long term
fairness, and packet inter-transmissions. That allows us to
evaluate the medium access control mechanism of the 802.11
standard [3]. The real world measurements took place in a
shielded, anechoic room providing a highly controllable environment. Hence, we assume that the physical medium is
free of interference from external sources. Furthermore, as
the distance between the stations is low we assume negligible
fading.
As shown in Fig. 1 the testbed comprises of four wireless stations (S1 to S4) that serve as traffic sources. The
stations are connected to an access point (AP) using IEEE
802.11g with 54 Mbps1 . The access point is connected over
fast Ethernet at 100 Mbps to a station (R) that acts as a
receiver. The distance between the wireless stations and the
access point was between 0.5 m and 1.5 m. We switched of
RTS/CTS, automatic rate adaption as well as packet fragmentation. We used the DCF for medium access. In parallel to the wireless test network, all nodes are connected to
a separated switched Ethernet, which is used as a control
network. Traffic generation in the testbed was done using
D-ITG [1] and rude/crude [8]. Furthermore, we used SSHLauncher [12] scripts to automate our experiments.
To setup identical topologies in the simulation domain,
we used OMNeT++ version 3.4b2 with the INET framework version 2006.10.20 and the IEEE 802.11g extension
from Cocorada [16].
1
We used Lenovo ThinkPad R61i notebooks with 2.0 GHz,
2 GB RAM running Ubuntu Linux 8.04 with kernel v.2.6.24.
We employed the internal Intel PRO/Wireless 4965 AG
IEEE 802.11g WLAN adapters. The access point is a Buffalo Wireless-G 125 series running DD-WRT [2] version 24.
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Figure 1: Wireless testbed setup

3.1

Protocol Overhead

In IEEE 802.11 it is well known that protocol overhead has
a tremendous impact on the achievable throughout. In general the throughput can be determined as C = l/g where l is
the packet size and g is the gap, i.e. the time between the beginning of two subsequent packets transmitted at the maximum rate. In wireless networks the gap g consists of additive
parameters2 [3] including inter frame spacings, the expected
backoff time, transmission times of the data packet including preamble and header, the acknowledgement, as well as
propagation delays and possible retransmissions which are
neglected here. This leads to a very simple analytical model
for the achivable throughput in IEEE 802.11. A more complex model can be found, e.g. in [11].
In order to evaluate the protocol overhead of the simulation model that refers to correct timing settings in the MAC
layer, we perform experiments that measure the achievable
throughput for different packet sizes. In Fig. 2 the simulation results are compared to measurements and the simple
analytical model presented above. We do not present confidence intervals as they were negligible at a confidence level of
0.95. As expected, the figure clearly depicts a strong packet
size dependency of the throughput. The simulation results
are quite close to the real world measurements while the
simple model differs from both of them. This might be due
to retransmissions that are totaly neglected in the analytical model. Nevertheless, the results clearly indicate a good
performance of the simulation, hence correctness regarding
the DCF timing parameters.

3.2

Long Term Fairness

The DCF tries to achieve per-station fairness with respect
to the number of packts. Thus, on the assumption of equally
distributed packet, sizes long-term fairness ensures a certain
average throughput for each station [13].
Fig. 3 presents the throughput of several contending flows
at an IEEE 802.11g link for both simulation and testbed
results. For each experiment, the flows have a constant bit
rate and a constant packet size of 1500 Bytes. We measure
an average throughput over 60s. In Fig. 3(a) one station
sends its data at 28 Mbps while the other node increases its
rate from 0 to 24 Mbps in steps of 1 Mbps per experiment.
2
We set tdif s = 28µs, tsif s = 16µs, tbackof f = 67.5µs,
tdata = 26µs + (l/54)µs, tack = 30µs
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Likewise, Fig. 3(b) shows the throughput of four contending
flows, where one flow increases its rate while the others send
their data at 2, 9, and 28 Mbps respectively. Again, due to
their negligible size, we do not show any confidence intervals.
We note that in both scenarios the simulation results matches our measurements almost perfectly. This indicates a
correct implementation of the medium access procedures
that also works well in case of several contending stations.
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Figure 2: Packet size dependency of throughput in
802.11. OMNeT++ matches the measurement data
quite well, while the simple analytical model yields
a higher throughput.
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3.3

Packet Intertransmissions

[9, 10] introduced the metric of packet inter-transmissions,
i.e. the number of packets k that are transmitted by a second station while a first stations transmitts two packets,
for fairness. This original metric is extended by [14] to M
contending stations where one tagged stations transmitts l
successive packets. The resulting probability mass function
(pmf) of the conditional distribution P [K = k|l] is proposed
as a general metric for fairness achieved by the DCF. In the
following, we use the packet inter-transmissions as a performance metric in order to evaluate and compare the packet
scheduling of the testbed and OMNeT++.
We perform the experiments with up to four contending
stations lasting for a sufficient amount of time to capture
about 150.000 packets for statistical analysis. Each station
transmits a CBR flow at a rate of 28 Mbps with 1500 Bytes
per packet. Note that this sending rate is above the fair
share a single station can obtain in this scenario [13]. Due
to the long term fairness ambition of the DCF [21, 9] all
stations in the experiments transmit their data with average
rates of 14, 9.3, and 7 Mbps with respect to the number of
contenting flows.
To compare the testbed measurements to OMNeT++ simulations, Fig. 4 shows the pmf of the inter-transmissions k
for different l. We find that the simulation results match
the measurement data very well. Furthermore, for longer
observation periods, i.e., for bigger values of l, the matching
seems to be improved. We present quantile-quantile (q-q)
plots that can be used for diagnosing deviations between
probability distributions to explore the differences between
the measurement data and the simulation results and to detail the goodness of fit. Fig. 5(a) presents the quantiles of

Figure 3: Fair share througput of contending flows
for M = 2 and M = 4 at different rates. On the
average of 60 s the measurements and the simulation
results match almost perfectly.

the measurement data over the simulation data indicating
that almost 0.99 of the samples coincide. Nevertheless, we
observe deviations at the tail end of the distributions, which
suggest different behaviour of the simulator compared to the
real world testbed in some rare cases. To this end, the simulator might be unsuitable to perform rare event simulations
like in case of fairness or delay investigations as it can lead
to wrong results. Fig. 7(a) and Fig. 5(b) show the q-q plots
for l = 40 and l = 160 respectively and support the findings
from above. Almost 0.99 of the measurement and simulation samples coincide and improve for larger l. Nevertheless,
even for longer observing times there is a deviation at the
tail ends.
Fig. 7 compares the simulation results with two, three,
and four contending stations to the corresponding measurement data. For three, respectively four stations and an observation interval of l = 40 packets, we discover that the distribution of inter-transmissions achieved by the simulation
differs from the measurements. While 0.99 of the samples
match in case of two contenting flows (see Fig. 7(a)) we
note that this effect is reduced in the case of three contending stations. This can be seen in Fig. 7(b). As presented in
Fig. 7(c), this even gets worse for an increasing number of
stations that contend for the medium.
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(a) q-q plot for l = 10, M = 2
Figure 4: The pmf of packet inter-transmissions for
M = 2 stations. The data matches quite well for
short packet streams e.g, l = 10 and is even enhanced
for larger stream length e.g, l = 160.

CONCLUSIONS

We performed a circumstantial measurement study to validate simulation results obtained by OMNeT++. We focused on the implemented DCF behaviour and compared
testbed measurements conducted in a highly controllable
environment to simulation results. We used metrics such
as packet size depended throughput, fair share throughput in case of several contending stations, and distribution of inter-transmitted packets for comparison. Based on
our experiments, we found that OMNeT++ performs quite
well in case of long observation times and on average behaviour. Nevertheless, we observed a difference in case of
the inter-transmission distribution pointing to a difference
in the packet scheduling. This possibly limits the application of OMNeT++ e.g., in case of rare network events and
should be considered and addressed in future work.
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